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Al assistant (MCP server)

Connecting Al assistants over MCP, OAuth and tokens, the tool set, what it can and

cannot do.

Online: mergenhub.envest.com.tr/docs/mcp-ai
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MergenHub includes an MCP server (Model Context Protocol) so Al assistants — Claude, ChatGPT-compatible

agents, internal copilots — can query and configure the plant in natural language with the same permissions as the

user who authorised them.
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@ MCP (Model Context Protocol): Al asistantannin (Claude, Cursor..) sisteme GUVENLI baglanmasi igin token — yalniz okuma + SCADA ekran yapma + dokiiman; chaza/tag'e
yazma, config ekle/sil YOK. Token yalniz SENIN yetkin dahilindeki aralan alir.

® Dis Erigim — Al saglayiciya verilecek adres

http://localhost:8095/mcp (T Kopyala A Kesif testini ag
O HTTPS: YOK — web tabanl Al istemcileri yalniz https:// adres kabul eder. Ayarlar — Web & REST API'den HTTPS'i ac (sertifika + domain)
@ Erigilebilirlik: bu adres YEREL gériniyor — web Al istemeileri burays INTERNETTEN ulasamaz. Sabit IP ya da domain + port yénlendirme gerekir. (Masalsti istemeiler ayni agdaysa yerel adresle galigir)
Genel adres (public URL): | https://scada.firmaniz.com B Kaydet
Bag = tarayicinin erigtigi adres kullanisr. Domain yayinnda MUTLAKA doldur — OAuth kesif metadata's (issuer) bu adresi ilan eder.
DOMAINE GIKARMA ADIMLARI (BIR KEZ)

Sabit IP edin (ISS'den) YA DA dinamik DNS kullan; domain'in A kaydini bu makinenin genel IP'sine yénlendir.

Madem/givenik duvannda 443 — bu makine port yonlendirmesi yap (MergenHub HTTPS portu)

Sertifika: licretsiz Let's Encrypt &neriir — win-acme (wacs.exe) ile domain'e sertifika al (HTTP-01dogrulamas igin 80 portu gegicl olarak bu makineye yonlenmis olmal), PFX olarak disa aktar ve Ayarlar
— REST API — Sertifika'dan ylide; sonra HTTPS'i ag. (Alternatif: self-signed lret — tarayici uyan verir, claude.ai kabul etmeyebilir) Let's Encrypt 90 gliniliketir; win-acme gérev zamanlayiciya yenileme
kurar — yenilenen PFX'| tekrar ylklemeyi unutma.

Buradaki Genel adres alanina https://domain yazve kaydet

"Kesif testini ag" ile metadata’nin DI agdan da agildiini dogrula (telefonda mobil veriyle dene).

@ Yeni MCP Token
Ad Om: Claude Desktop
Siire Siiresiz M

IZIN VERILEN ARAGLAR — GRUBUN TAMAMINI VER YA DA "ARAGLAR"DAN TEK TEK SEG

0 ') Tam Erigim — canlitag degeri yazma HARIG her sey
Tek tikla: okuma + config/tag TANIMI + alarm + veri kaydi + tiretimis etiket + SCADA tasanm/anizieme. Canli tag DEGERI yazma HARIG (Gyle bir arag yok). Her arag yine SENIN yetkinle sinih.

Etiketler (oku) 3 arac v araclar
Baglanti (kanal/ cihaz) 4 arac ~ araglar
Alarmlar 3 arag v araglar

— server status, tokens and connected clients
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What the assistant cando

¢ Read: list channels/devices/tags, search tags, read live values and quality, device status and diagnostics, active
and historical alarms, historian queries and charts, metrics and events, project overview.

¢ Configure: create/edit/delete channels, devices, tags, tag groups, virtual tags (with expression validation),
aliases, alarms, log groups, Data Bridge agents; import/export projects.

e SCADA: create screens, add widgets from the real symbol library, draw pipes, set animations, render previews.

¢ Documentation: read the built-in manual ( 1ist_docs / read_doc ).

What it can never do: write a live value to a device (no setpoint/command tool exists) — that stays with humans in
the UL.

To talk to the assistant from INSIDE the application, see the in-app Al assistant (ChatGPT, Claude,
OpenRouter, Ollama...) — same tools, same authorization.

Connecting
1. Extensions » MCP (Al) > enable the server. Endpoint: https://<host>:<port>/mcp (JSON-RPC over HTTP).

2. Authentication: OAuth 2.0 with PKCE and dynamic client registration (for assistants that support it) or a
bearer token issued in the same page.

3. Two-tier authorisation: the token's scope x the user's permissions/ACL. A read-only token cannot configure
even if the user could.

4. Every tool call is written to the audit log with the user and token name.

Claude Desktop / Claude Code example ( mcp.json ):

i "mcpServers": { "mergenhub": { "url": "https://scada.example.com/mcp", "headers": {

"Authorization": "Bearer <token>" ¥ } %t %

Typical prompts
e "Which devices lost communication in the last hour?"
¢ "Create a Modbus TCP device at 10.0.0.9 with holding registers 40001-40020 as floats named Flow?...Flow10."
e "Add a high alarm on Plant.PLC1.Pressure above 6 bar with a 0.2 deadband and e-mail the operators group."
¢ "Plot Tankl.Level for the last 24 hours and tell me the minimum."

e "Build a screen with two tanks and a pump connected by pipes, animate flow when the pump runs."

Security notes
¢ Enable the MCP server only when needed; issue tokens per assistant and revoke them from the same page.
o Put the server behind HTTPS; the endpoint is rate-limited and audited.

¢ The assistant sees only what the token's user may see (resource ACL).
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